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1. DOCUMENT REVISION HISTORY

This section of the report contains information about document versioning.
Versioning information is displayed in Table 1 below. There will typically be re-tests
performed after initial testing to confirm if findings have been remediated. Future reports will
contain an updated Document Revision History table.

Table 1: Document Revision History

Version Modification Author

Gemirald Emil De

1. New R 14-Nov-2 . .
0 ew Report ov-23 Guia Macaraig

2. EXECUTIVE SUMMARY

The Global Cybersecurity team was requested by the Manulife.com web application
team to perform a manual penetration test against their web application.

The objective of the engagement was to find any vulnerabilities present in the web
application and offer remediation steps to the Manulife.com web application team.

The findings of this test can be found in Section 6. Findings Summary.
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3. PENETRATION TEST METHODOLOGY

There are three different types of testing that may be carried out by the Global
Cybersecurity Team. Typically for web application penetration tests it will be Gray-Box
testing, where some level of access is provided to the web application, but the details of a
web application are not necessarily disclosed. The three types of testing are illustrated below.

Malicious insider
who has access to
internal code or
knowledge of the
system or network.

No knowledge of Some knowledge
internal code of internal code
structure, structure,

implementation implementation
details, and details, and
internal paths. internal paths.

Figure 1 An illustration which describes Black-Box, Grey-Box, and White-Box testing.
The test methodologies are least-privilege to most-privilege from left to right.

The Global Cybersecurity Team’s goal is to use a variety of scripts, tools, and
methodologies to carry out a series tests to find security vulnerabilities in the web
application.

Depending on the type of test, the team may or may not be able to perform intrusive
testing (such as active scanning) against the site. Some tools used in the assessment involve
web proxies (Burpsuite Pro), scanners, fuzzers, and other enumeration techniques. Many of
these tools can be found packaged in security testing distributions such as Kali Linux or
ParrotOS.

The attacks typically come in the form of modified web requests, modified URL strings
or form payloads - brute-forcing login forms or carrying out one of the other vulnerabilities
listed in the OWASP Top 10. More detail on those vulnerabilities can be found here:
https://owasp.org/www-project-top-ten/. Denial of service attacks are not typically carried
out in penetration testing.

Information about the penetration testing policies can be found in Table 2 below.

Table 2: Manulife Policy for the Application Security Testing Standard.

Resource

Application
Security Testing
Standard (STA-023)

https://mfc.sharepoint.com/sites/NewGPD/Policy%20Documents/Application%20Security%20Standard%20-
%20MFC-STA-023-EN.pdf
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4. RISKASSESSMENT METHODOLOGY

4.1. SEVERITY

The severity assigned to each vulnerability was calculated using the NIST 800-30
Revision 1 standard. This standard acts as a guideline for evaluating the risk posed to an
application. This calculation is based on the likelihood an attacker exploits the vulnerability,
the impact that it would have on the business, any mitigating controls to reduce the
likelihood of exploitation, and accessibility to attackers.

4.2. LIKELIHOOD

The Likelihood is a measurement of the capacity to carry out an attack. The factors
will be the difficulty or skill required to carry out the attack, the level of access an attacker has
within the web application, and the amount of access required to reach the vulnerability. The
likelihood can fall into one of the following risk strata:

Table 3: Likelihood Classification Matrix

Risk Category \ Description

Critical An attacker is near-certain to carry out the threat event.
An untrained user could exploit the vulnerability. The vulnerability is

High obvious or easily accessed.
The vulnerability requires some hacking knowledge to carry out the
attack, or access to the vulnerability requires a greater level of access
than users normally have.

Low The vulnerability requires significant time, skill, access, and other

resources to carry out an attack.

Attackers are highly unlikely or unable to leverage the vulnerability in an
attack.

Informational
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4.3. IMPACT

The Impact is a measurement of the adverse effects carrying out an attack would have
on the organization. The factors in evaluating impact are primarily on the level of service
interruption (Recovery Point Objective and Recovery Time Objective), the potential of data
loss, and the potential of sensitive data exposure.

Table 4: Impact Classification Matrix

Risk Category \ Description

Critical An attack would cause catastrophic or severe effect(s) on operations,
assets, or other organizations.

An attack would severely degrade mission capability. The attack may
High result in damage to assets (data exposure or loss). The organization may
not be able to perform primary functions.

An attack would degrade mission capability. The attack may resultin a
damage to assets (data exposure or loss). An attack would allow for
primary functions of the application to resume, but at reduced
effectiveness.

An attack would degrade mission capability in a limited capacity. The
attack may result in marginal damage to assets (data exposure or loss).
An attack would allow primary functions of the application to resume,
but at reduced effectiveness.

An attack would have negligible adverse effect on the organization, or
no effect.

Low

Informational
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5. REMEDIATION TIMELINES

The following remediation timelines can be found within the Application Penetration
Testing Standard (Table 2). For convenience, it has been included in this report on the
following page.

Table 5: Asummary of the Remediation Timeline Table found within the Application Penetration Testing Standard. URL provided
in Table 2 of this report.

Non- Production
Production External Internal
If any critical finding is declared as emergency by the CIRO based
on his / her discretion then in that “Emergency” situation, a
Security Incident-1 must be declared by Incident Management
Team within one (1) hour of the declaration and the incident must
remain open until the closure of the finding.

Finding Severity Rating

If the finding that was declared as “Emergency” cannot be
remediated within four (4) hours of the declaration, then a
blocking Web Application Firewall (WAF) rule must be

ot implemented within 12 hours to mitigate the vulnerability.

Emergency Applicable

o If the established timeline (12 hours) cannot be met due to
technical limitations, a fully documented action plan must be
provided.

The remediation deadline can be extended up to 30 days from
date of the “Emergency” declaration or the next release if sooner
when a blocking Web Application Firewall (WAF) rule is
implemented to mitigate the vulnerability

Remediate within 10 days of
finding confirmation.

Remediate | The remediation deadline can
before be extended up to 30 days from
production date of vulnerability
launch identification or the next
release if sooner when a
blocking Web Application
Firewall (WAF) ruleis

Mitigate or remediate within 21
days upon vulnerability
identification.

Critical
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implemented to mitigate the
vulnerability.

Remediate within 40 days of vulnerability identification.

Remediate
High before The remediation deadline can be extended up to 90 days from
production date of vulnerability identification or the next release if sooner
launch when a blocking Web Application Firewall (WAF) rule is
implemented to mitigate the vulnerability.
Remediate within 90 days of vulnerability identification.
Remediate
Medium before The remediation deadline can be extended up to 180 days from
production date of vulnerability identification when a blocking Web
launch Application Firewall (WAF) rule is implemented to mitigate the

vulnerability.

Remediate within 365 days of vulnerability identification for penetration test.

Insignificant / Informational

No Action Required

11/14/2025
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6. MANULIFE.COM PENTEST

6.1. TARGETS AND TEST DEPENDENCIES

The target for the testing was provided by the application owner, Sakib Sadat, or by
one of the team members of the Manulife.com web application. The web application is
hosted at the following URL(s):

Table 6: The URL(s) used by the Manulife.com web application.

Application Name URL(s) in Scope
Manulife.com stage.manulife.com

Accounts were provisioned for the following roles:

Table 7: Role-Based Access Levels provisioned during the penetration test (if applicable)

User Role Username
Unauthenticated User N/A

Table 8: API Routes tested (if applicable)

APl Routes
N/A
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6.2. FINDINGS SUMMARY

This section contains a summary of the findings, their rating, and their status. These
findings are detailed in the next section.

If you are looking for a cheat sheet for web security, this resource covers many of the
recommended settings when building your projects:
https://cheatsheetseries.owasp.org/index.html

Table 9: Summary of findings for Manulife.com.

Likelihoo
d

Findings

Impact Rating ID Status

Remote Update
Manager Low Low Low 66 | Open (New)
Exposed

Verbose Error

Messages ow Low Low 67 | Open (New)

Insecure
Methods Low L8ow Low 68 | Open (New)
Allowed

Missing/Miscon
figured
Security
Header:
Permissions-
Policy

Low Low Low 69 | Open (New)

Missing/Miscon
figured
Security
Header: X-
Permitted-

Low Low Low 70 | Open (New)
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Cross-Domain-
Policies

Missing/Miscon
figured
Security
Header:
Access-Control-
Allow-Origin

Low Low Low 71 | Open (New)

Missing/Miscon
figured
Content- Low Low Low 63 | Open (New)

Security-Policy
Header

Missing/Miscon
figured
Referrer-Policy
Header

Low Low Low 72 | Open (New)
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7. LOW FINDINGS

7.1. REMOTE UPDATE MANAGER EXPOSED

Status: Open (New)
Severity: Low
Location:
e https://stage.manulife.com/.rum/100

Description:

The vulnerability arises from the exposure of the /.rum/ endpoint of the Adobe Remote
Update Manager (RUM). This endpoint is accessible over the network and consistently
responds with a "201 Created" status, indicating that operations are being accepted without
proper authentication or authorization checks. This exposure could potentially allow
unauthorized users to initiate update processes or manipulate update settings, potentially
leading to unauthorized software updates or installations.

Recommended Remediation:
Configure network firewalls and access control lists to restrict access to the /.rum/ endpoint
to only authorized internal IP addresses.

Proof of Concept:
1. Browse in the application.
2. Notice that when browsing, the client sends a request to /.rum/ with a 201 response.

11/14/2025 GDT - manulife.com - 2025 Page | 10
New Test

CONFIDENTIAL



I Manulife

Request Response

Pre Raw Hex
POST /.rum/100 HTTP/

W = pretty  Raw  Hex  Render

HTTP/1.l 201 Created
2 Content-Length: 14
Content-Type: text/plain; charset=utf-8

Cookie: kndetr_37BL27E253DBLLIFL0A480D4E_AdobeOrg_identity=
Ci¥30DgZNZEyNTTLNTHWI Hall) Y5 HaT4Nz 0z Texl EeNTUSH 2 LNV TRCER X LIE UE4zMAPuAAnK LHE4NG= cross-erigin-resource-policy: cross-origin
=; ANCVS_37B127E253DBLLFLOA490D4E%40Adobe0rg=L; s_cc=trus; DaZae187a=88L790"; ¥-frame-options: DENY
at_check=trus; ANCV_37BLZ7EZ53DBLLIFL0A480D4E%40Adobe0rg= €tk N
1786435575 7CHCIDTS47C20398% TCUCHIDS 7C78867 12 12513023366932874317L613559745557CHCAANLE- 17628 | 7 Accept-Ranges: bytes
£0254%7C3% 7CHCAANE- 17625602545 TCEGLynYoLPuiQx T2rsz_pkoqfLGEyMKBph? 2X5dvIdYQd zE X Tmd 0y 7CHCOR ¥-Served-By: cache-tyollS4e-TYO, cache-tyollS37-TYO
TOUT- 1762362 6545%7 CHONES 7CHCS YNCSOF S 7C41 1-20405% 7CWVersiont 7€5.5.0; mbox; ¥-Timer: S1762372988.7£7885,VS0, VS0, VEL:
sessionf7chbéd4Eas=04aifac0Ea3S0dEdecE56# 1762357315 | PC#TcbbEd4B00=04af fac0fads0dide=E5E. 32 Date: Wed, 05 Nov 2025 20:03:18 GHT
O#1825600255; _ga=GA1.2.541858328.1762355455; _gid=GAl.2.955368548.1762355455; da_li Connection: keep-alive
B8FB00BASATBEANOCC23BEESEFATT2S5F5|0]0(0; s_sq= Strict-Transport-Security: max-age=31536000 ; includeSubDomains
manuf in-manulifecom-new-prods3D%I526c. $252Ea. 4252 factivitymap. $2526paget 253Dhetpss252534525 1)
252F425252Fwww. manulife. coms25252Fens25252Fproducts. html 52526 1ink%253DRejects252520a115252¢ 1)
regiont253Donstrust-pc-sdki2526. activitymaps2526. 52526, c32526pids253Dhttpss25253A525252F5
5252Fwww. manulife.comt25252Fent25252Fproducts. html 5252 601d%253DRejocts252520al15252601dE32S
3D3325260t4253DSUBMIT; OptanonhlertBoxClosed=2025-11-05T15:11:06.4592; OptanonConsent=
i Enabled=0¢dat=stamp=Vs 05+2025+10%3 41153 A10+GHT-0500+ (Eastern+Standard+Time) cvers

n=202503. 1.06browserGpcF lag=0&isTABGlobal=falsethosts=&consent Id=dccB2b0d-1a7d-449d-8dde—
SdBb58978cd76interact ionCount =1&isAnonlser=1&landingPath=NotLandingPage&groups=1%3A152C3%34
0%2C2%3A0%2C4%3A0%2C5%3A06 int Type=56g=olocat ion=HK%3B&Await ingReconsent=false
Content-Length: 204
Sec-Ch-Ua-Platform: "Windows"
User-Agent: Nozilla/5.0 (Windows NT 10.0; Win£4: x£4) AppleWebKit/537.36 (KHTML, Like
Gecko) Chrome/142.0.0.0 Safari/537.36
Sec-Ch-Ua: "Chromium”:v="142", "Google Chrome
Content-Type: application/json
9 Sec-Ch-Ua-Mobile: 20
Aecept: */x
Origin: hteps://stage.manulife.com
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Referer:
nteps://stage .manulife, com/content/ dam/manulife—con/ca/ financial-documents/ investors/ fact—s
heets/MFC_QPR_2025_Q3_EN.pdf
Accept-Encoding: gzip, deflats, br
Accept-Language: en-US,en;q=0.9
Priority: u=4,
Connection: kesp-alive

llected

vpann o

"Not_& Brand”

"welght": 100,

nidv:"440bcedec”,
"referer":
"https://stage.manulife.com/content/dam/manulite-com/ca/ financlal-documents/ investors/ fac

t-shests/MFC_QPR_2025_Q3_EN.pdt",
"checkpoint":"ton”,
"LMi933.7000000476837

@@ PAREN 0O o highlights @@ & > x-Permitted-Cross-Domain-Policies

Figure 2. /.rum/100 directory in the request.

Request Response
P

y Raw  He Renc
HTTE/1.1 201 Created
Content-Length: 14
Content-Type: text/plain: charset=utf-g
cross-origin-resource-policy: cross-origin
#-frame-options: DENY

Pretty  Raw  Hex

= rus; AMCYV_37B127E253DBLIF10A480D4Es40Adohe0ry

175£43557%7CHCID TS, 7C20398% 7CHCMID: 7CTBEE7 12125130233 669328743 17161355974555 7CHC LANLE-17628
£0254%7C3%7CHCARME- 17629602545 7CEG1ynTcLPuiQxV2r sz _plofL GO yMHBph2 2X5dvddTQd zP X Imdj0y% 7CHCOP
TOUT-17623626545% 7CHONES 7CHCSTNCSOP%7C411-20405%7CwVersions7C5.5.0; mbox

session#7ebbEd4889e04aE6a06a3S0AEde 6564 17623573 15| PC#TchbEd48E9:04ac6a206a390d6deeE56.32_ | 2
0#1825600255; _ga=GAL.2.5491858328.1762355455; _gid=GAl.2.995368548.1762355455; da_lid= 6| ck: N
BBFB00BATIATBEADOCCI3BEISEFATTISSFS|01010; 5_sa= Accept-Ranges: bytes

X-Served-By: cache-tyoll967-TYO, cache-tyollS20-TYO

X-Timer: §$1762795979.705969,VS0, VS0, VES

Date: Men, 10 Nov 2025 17:32:58 GHT

Conmection: kesp-alive

Strict-Transport-Security: max-age=3153£000 ; includeSubDomains

manuf in-manulifecom-nev-prods3D3I5I6c. 315264, 32526actIvitymap. 5252 6paget253DNCLpssI5I53A%
252F%25252FwWv.manulife.coms25252Fens 25252 products . Rtmls252E11nk+253DRe)=ct3252520all%25
regioni253Donetrust-pe-sdks252 6. ACtiVitymaps2526.a%2526.C3252Epids253DACLPS3ZSI53A3I525IFs2
5252Fwww.manulife.com$25252Fens25252Fproducts. himls25260ids253DRedect$252520a11%252 6oides2s
3D3%25260t%253DSUBMIT; OptanonhlertBoxClosed=2025-11-05T15:11:0¢.4592; OptanonConsent=
isGpcEnabled=0sd =Ve. 05+2025+10%3A11%3AL0+GHT-0500+ (Eastern+Standard+Time) cvers -

ion=202503 . 1.0&browserGpeF lag=0cis [ABGlobal=falsethosts=Econsent [d=dccBlbOd-1a7d-448d-Bdde- | 1] rum collecte
9d8b58978cd7 s int eract ionCount=16isAnonlser=1glandingPath=NotLandingPage sgroups=1%3A152C34534
0%2C2%3A0%2C4%3A0%2C5%3A06int Type=56geolocat ion=HR%3Bahwait ingReconsent=false

4 Content-Length: 14l

Sec-Ch-Ua-Placform: "Windows"”

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4) AppleWebKit/537.36 (KHTHL, like

Gecko) Chrome/142.0.0.0 Safari/S37.36

Sec-Ch-Ua: "Chromiwm";v="142", "Google Chrems";vw="142", "Not_A Brand";v="gg"

Content-Type: application/json

Sec-Ch-Ua-Mobile:

Accepr: */*

Origin: https://stage.manulife.com

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

4 Sec-Fetch-Dest: empty

Referer:

hteps://stage.manulife.com/content/ dam/manulife-com/ ca/ financial-documents/ investors/ fact-s
heets/MFC_QPR_2025_Q3_EN.pdf

Accept-Encoding: gzip, deflate, br

Accept-Language: =n-US,eniq=0.9

Priority: w=4, 1

5
€

"weight”:100,

referer”:"https://attacker. com”, I

"Lr:5301.900000095367,
"source": " "Resource al "
o

"LCP":OES

i

@8<> 2| onighights | (3) €8} €| >

Figure 3. Arbitrary referrer value in request.

x

o

0 highlights

0 highlights
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Note:

In the request body, any string can be used as an input but there is a generic response with
“rum collected.”

In general, it is advisable to avoid exposing such endpoints directly to the public unless itis
necessary and ensure that any exposed services are secured according to best practices.
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7.2. VERBOSE ERROR MESSAGES

Status: Open (New)
Severity: Low
Location:
e Across the application (This vulnerability is systemic)

Description:

Verbose error messages have been detected on at least one web server within the tested
environment. Detailed error reporting should never be provided on a production application.
Error messages give very useful information to an attacker about the application. Error
messages can give out the following information:

e Thelanguage it was developed in, such as PHP, Java, C# or VB.NET.

e The stack trace of the program that failed.

e The version numbers for the framework in use.

e Database connection strings and/or queries.

e Development class names and object structures including application paths.

Recommended Remediation:
Display generic error message for all endpoints.

Proof of Concept:
1. Open and browse on the application.
2. Force an error by browsing on a non-existent location.
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Request

Pretty Raw Hex \n
GET
/content/dam/manulife-com/ca/ financial investors/ £ /MFC_QPR_2025_Q3_EN.p
df HTTP/1.1

Host: stage.manulife.com
Cookie: kndetr 37B127E253DB1IF10A490D4E_AdobeCry_identit:
CiY30Dg2NzEYNT T LHTHWNS Nzl ¥5Hz T4N20zNTe RN ESNTUSN 2Q LNV TRCEDs 1 M£ 4 MhaBEGRKUES s MAPWAan: LHE 4 M=
AMCVS_37B127E253DBL1F10A490D4E%40Adobe0Org=1; S_cc=trus; affinity="Dalas187as99h790"
at_check=true; AMCV_37E127E353DBLIF10A490D4ES 40AdobeOra=

1786435575 7CHCIDTS57C20398% 7CMCHIDS 7CTEEET 12 125130233 669328743 1716355974553 TCHCAANLH- 17629
£0254%7C3%7CMCAAME- 17629602545 7CEGLYNTCLP 10X T2r82_pkoELGIYIXEph2 ZX5avId QI ZPXImdI0ys TCHCOP
TOUT- 17623 62 6545% 7CHONES 7CHCS YN SOPS 7041 1-20405% 7CvVersions 75, 5.0, nhox=

sessionff =04adfas0fa3snded #1762357315| PCHTcbbEdABR0=04atia=0Ea300deda=E58. 32 _
0#1825600255; _ga=GAl.2.541850328. 1762355455; _gid=GAl.2. 985320545, 1762355455; da_lid=
BEFB00BAIATEEADDCC23BEISEFAT7255F5|0(0|0; 5_sqr
manufin-manulifecom-new-prods3Di2526c. ¥2526a.42526act ivitymap. $2526pages253Dhttps¥ 252534525
252F%25252Fwww. manulife . coms25252Fens25252Fproducts. heml %252 £1inks253DReject $252520al 152526
regiont253Donstrust-pe-sdks2526. act ivitymaps2526. a%2526. c2526p1ds253Dhttpss25253A%25252F%2
5252Fwww.manulife.comi25252Fens25252Fproducts. htmls252601d%253DReI20ts252520al1%350601dE435
3D3%25260t%253DSUBKIT; OptanonAlertBoxClosed=3025-11-05T15:11:06.459Z; OptanonConsent=
1sGpeEnabled=D&d =e. 05+2025+10%3 A11%3 A10+GHT-0500+ (Eastern+standard+Time) svers
10n=202503.1.0abrowserGpeF lag=081sTABGlobal=Talseshosts=coonsent Id=decB2hid- Lla7d-449d-8dde—
9dEpSEg78cdT sinteract ionCount=1s1 User=lelandingPath=NotlandingPage groups=1¥3A152C3%34
0%2C2%3A0%2C4%34052C5%3A0einc Type=5gg=olocation=HKs3BeAvaitingReconsent=false

Sec—Ch-Ua: "Chromium”;v="142", "Google Chrome";w="142", "Not_A Brand";w="95"
Sec-Ch-Ua-Mobile: 20

Sec—Ch-Ua-Platform: "Windows"

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Win€4; x£4) AppleWebKit/537.36 (KHTHL, like
Gecko) Chrome/142.0.0.0 Safari/537.36
Accept:

text/heml, application/xhtml+xml, application/ xml
a=0.8, application/signed-exchange; v=h3 ; q=
Sec-Fetch-Site: same-origin

11 Sec-Fetch-Meds: navigate

2 Sec-Fetch-User: ?

Sec-Fetch-Dest: document

Referer: https://stage.manulife.com/ca/en/about-us
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Priority: u=0,

Comnection: keep-alive

4
5

PR

-9, image/avit, image/webp, image/apng, */ *;

Response

Pretty  Raw  Hex  Render
HTTF/1.1 404 Not Found

EYLE

Content-Length: 723
x~frame-options: SANECRIGIN

x-vhost: publish-manulife

content-disposition: inline

Content-Type: text/heml;charssc=utf-g

Accept-Ranges: bytes

X-Served-By: cache-tyollS37-TYO

X-Timer: $1762372998.817027,VS0, VS0, VEEIS

Vary: Accept-Encoding

Date: Wed, 05 Nov 2025 20:03:18 GHT

Connection: keep-alive

Strict-Transport-Security: max-age=3153£000 ; includeS

<!DOCTYPE HTHL PUBLIC "
<html>
heads

//TETF//DTD HTHL 2.0//EN">

ubDomains

<titles
404 Pesource at
' /content/dam/manulite-con/ ca/financial

investors/t

Q3_EN.pdf' not found: No resource found
Lill

/MFC_QPR_2025_

<script defer="defer” type="text/javascript” src="
/ -rum/@adobe/helix-rum
</scripts>

</head>

js@%5E2/dist/rum-standalons. js" data-status="404">

<nl»
Resource at
' /content/ dam/manul ife-com/ca/financial

investors/t

Q3_EN.pdf' not found: No resource found
</n1>
<p>
Cannot serve request to
/content/dam/manulife-com/ca/financial

3_EN.pdf on this server
</p>

investors/f

/MFC_QPR_2025_

/MFC_QPR_2025_Q

<hr>
</body>
</ntml>

Figure 4. Error message that displays application path.
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7.3. INSECURE METHODS ALLOWED

Status: Open (New)
Severity: Low
Location:
e Across the application (This vulnerability is systemic)

Description:

The website supports the OPTIONS and TRACE verbs to be sent. This will disclose which other
verbs are accepted by the application and is used to gather more information about what
web requests an application will accept. OPTIONS and TRACE should be disabled.

Recommended Remediation:
Disable the insecure verbs from being accepted in web requests to the server. This is a web
server configuration issue.

Proof of Concept:
1. Browse in the application.
2. Change the verb/method from GET or POST to OPTIONS or TRACE in the request
header.
3. Noticein theresponse it displays “Allow” header that has several verbs or methods
that the application uses.

Request Response
Hex ® W= pretty  Raw  Hex  Render n

cs/an/ahuuc us HTTR/1.1 1 HTTP/L1.l 200 OK
.manulife.com 2 Content-Length: 0

dctr 37B127E253DB11F L0A4G0D4E_AdobeOrg_identity=

C1Y30Dg2NzEYNTTIMTHYNS MaN S Y5 M2 T4NZ02NTexN E2NTUS NZQ LIV TRCKnx 1 ME 4 Mh B EGREUEA zZMAP wAanx 1ME4Ma= iIAllnu OPTIONS, TRACE, GET, HEAD I

= mbox=

sessionf7chhEd4BE9e04atEac0Ea3g0dedesE564# 17623573 15| PCH7ehhEd4E89=04acfas0Ea3o0dEdeeES5E.32_ | & K-vhost: pubLish-manulite
0#1825600255; _ga=GAL.2.541858328. 1762355455; da_lid= 7 Content-Type: text/html; charsec=UTF-2
S8FE00BASA7EEANOCC23EBISEFAT7255F5(0(0|0; OptanonhlertBoxClosed=2025-11-05TL5: 11:06.4592;

8 X—Cnnnsnc—Tyl -Options: nosniff

sent=
b 1ed=0d, 05+2025+10%3411%3 A10+GNT-0500+ (Eastern+Standard+Time) svers

10 X-Served-By: *Cacne. tyol11948-TYO

n=202503.1.06brovserGpeF lag=0&1isTABGlobal=false chosts=sconsentId=dceB2bOd-1a7d-449d-8dde- 11 X-Timer: 51762788481.747077,VS0,VS0,VEL72

©dgns8g7scd7sinteract ionCount=14i User=lclandingPath=NetlandingPage&groups=1%¥3AL32C3%34 |12 Date: Mem, 10 Nov 2025 L15:28:00 GMT
0%2C2%3AD%2C4%3A0%2C553A06int Type=5sgeolocation=HKs3B4AvaitingReconsent=talse; 1% Commectlon: keep-alive

AMCV_37B127E253DBL1FL0A450D4ES 40Adobe0rg= 14 Strict-Transport-Security: max-age=31536000 ; includeSubDomains

10750059585 7CHCTDTS%7C20400% 7CHCHTDS7C 7886712 125130233 669328743 1716135597455% 7CHCARMLE- 1763 |15
128152%7C3% 7CHCAANB- 17631281525 7CEGLynTeLPuiOx T2rsz_pkofLGSyMXBpb2 zX5dvIdTOl zPX Imd30ys 7CHCE |16
PTOUT- 1762530552 % 7CNONES 7CHCS TNCSOPS7C4 11-20405% 7CvVersions7C4.4. 1; affinity=
"E5Th IbaldfehEfac”
Upgrade-Insecurs-Requests: 1
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd; x£4) AppleWebKit/537.3& (KHTHML, like
Gecko) Chrome/142.0.0.0 Safari/537.3¢
€ Accept
text/html, application/xhtml+xml, application/xml:q=0.9, image/avif, image/webp, image/apng, */ *:
4=0.8, application/signed-exchangs; v=b3; q=0.7

o

", "Not_A Brand”;w="eg"

5£c5-£4337d473ceBE-gzip"
Mon, 10 Nov 2025 D6:42:06 GNT

[ IGIES O onighights | (2) 63 €[> £ 0 highlights
Figure 5. OPTIONS method allowed.
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Note:
The TRACE Method is being blocked by the firewall, but it is still listed as allowed header in
the “Allow” header.
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7.4. MISSING/MISCONFIGURED SECURITY HEADER: PERMISSIONS-POLICY

Status: Open (New)
Severity: Low
Location:
e Across the application (This vulnerability is systemic)

Description:

Permissions Policy provides mechanisms for web developers to explicitly declare what
functionality can and cannot be used on a website. You define a set of "policies" that restrict
what APIs the site's code can access or modify the browser's default behavior for certain
features. This allows you to enforce best practices, even as the codebase evolves — as well as
more safely compose third-party content.

Permissions Policy is similar to Content Security Policy but controls features instead of
security behavior.

The web provides functionality and APIs that may have privacy or security risks if abused. In
such cases, you may wish to strictly limit how functionality is used on a website. In each case,
there should be an intuitive or non-breaking way for web developers to detect and handle
cases where a feature is disabled.

Recommended Remediation:

Header Name Recommended Header Value

accelerometer=(),ambient-light-
sensor=(),autoplay=(),battery=(),camera=(),
display-capture=(),document-
domain=(),encrypted-
media=(),fullscreen=(),gamepad=(),geolocat
ion=(),gyroscope=(),layout-
animations=(self),legacy-image-
formats=(self),magnetometer=(),microphon
e=(),midi=(),oversized-
images=(self),payment=(),picture-in-
picture=(),publickey-credentials-
get=(),speaker-selection=(),sync-
xhr=(self),unoptimized-
images=(self),unsized-
media=(self),usb=(),screen-wake-
lock=(),web-share=(),xr-spatial-tracking=()

Permissions-Policy
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P

#

roof of Concept:
1. Browsein theindicated location.

2. Observe that the header is missing in the response.

 Filter settings: Hiding out of scope items; hiding CSS, image and general binary content: matching expressiof Permissions-Policy

Host Method URL

Request

Pretty Raw

[

w

O@(€/>] i

5
1l

Hex

GET /ca/en/about-us HTTP/L1.1
Host: stage.manulife.com
Cookie: kndctr_37B127E253DBLLF10A490D4E_Adob=Org_identity=
C1iY30DgZNzEYMTT LMTHwHMzN3Y5Mz 14NzQzMTexNiEzNTUSNZQLNVIRCKnx LM 4Mh
ogBKgRKUE4zMAPwAanx LMf4Mg= mbox=
sessionff7chbEd4889e04accas0€6a390dedecESEHLTE2357315| PCHTcbhEd488%e
D4aéfas0Ea390dEdeecE56.32_DH1B25600255; _ga=
GAL.:.5415533:3.175:3554?5; da_lid= -
BEFB00BASA7BEADOCCZ3BBSSEFA77255F5|0|0|0; OptanonAlertBoxClosed=
2025-11-05T15:11:0€.459Z; OptanonConsenc=
isGpcEnabled=0&datestamp=Wed+Nov+05+2025+10%3A11%3A10+GNT-0500+ (Ea
stern+Standard+Time) &version=202503.1.0&browserGpcFlag=0&isTAEGlob
al=falseghosts=&consent Id=dccB8Zb0d-1la7d-449d-8ddc-9d8b58978cd7&int
eractionCount=1&isAnonUser=1&landingPath=NotLandingPage&groups=1%3
AL%¥2C3%3A0%2C2%3A0%2C4%3A0%2C5%3A06intType=56geolocation=HK¥3Bsdva
itingReconsent=false; OptanonConsent=
isGpcEnabled=0&datestamp=Mon+lov+10+ 5+12%3A06%3A37+GMT-0500+ (Ea
stern+Standard+Time) &version=202503.1.0&browserGpcFlag=0&isIABGlob
al=falseghosts=&consent Id=dccB82b0d-1a7d-449d-B8ddc-9dEb58978cd7&int
eractionCount=1&isAnonUser=1&landingPath=NotLandingPage&groups=1%3
Al%Z2C3%3A0%ZC2%3A0%2C4%3A0%2C5%3A0&intType=5&geolocation=HKs3B&Ava
itingReconsent=false; AMCVS_37Bl2Z7EZS3DBLIF10A490D4E%40Adobelrg=1;
AMCV_37BL127E253DBLIF10A490D4E%40Adobe0rg=
1075005958% 7CHC TDTS%7C20406%7CHCHIDS 7CTBAE712125130233 669328743171
£135597455% 7CMCAAMLH-17E36€E93E5%7C3%7CMCAAMB- 1763 EE9365%7CEGLynYcL

Tiar i Aar Y Taemm s leerET MO MY Banla Y a2 E drs TATA T DY Toad s Gast TOMEARTAIIT 1722071946

0

0 highlights

Params Edited Status code

Response

Pretty Raw Hex Render

HTTP/1.1 200 OK

Content-Length: BE083

x-frams-options: SAMEORIGIN

Last-Modified: Thu, 13 Nov 2025 19:15:17 GMT
ETag: "15043-€4372b3914001-gzip"
Cache-Control: max-age=300
Expires: Thu, 13 Nov 2025
¥x-vhost: publish-manulife
Content-Type: text/html;charset=utf-8

1f X-Content-Type-Options: nosniff
Accept-Ranges: bytes

X-Served-By: cache-tyollS20-TYO

X-Timer: S17€306460Z.930297,VS0,VS0,VE748
Vary: Accept-Encoding

Date: Thu, 13 Nov 2025 20:10:02
Connection: keep-alive

17| strict-Transport-Security: max-age=31536000 ;

1o s o

20:15:02 GHMT

oo

GNT

) o s

includeSubDomains

<!doctype html>
<html lang="en-CA">
<head>
<meta charset="UTF-8"/>
<title>
About Us
</title>

Q@€

0

Figure 6. Missing header in Staging environment.
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7.5. MISSING/MISCONFIGURED SECURITY HEADER: X-PERMITTED-CROSS-
DOMAIN-POLICIES

Status: Open (New)
Severity: Low
Location:
e Across the application (This vulnerability is systemic)

Description:

This header is used to limit which data external resources, such as Adobe Flash and PDF
documents, can access on the domain. Failure to set the X-Permitted- Cross-Domain-Policies
header to 'none' value allows other domains to embed the application’s data in their content.

If there is no requirement to load application data within web clients such as Adobe Flash
Player or Adobe Acrobat (not limited to these), then the header should be configured
according to the Remediation guideline below.

Recommended Remediation:

Header Name Recommended Header Value
X-Permitted-Cross-Domain-Policies none
Proof of Concept:

1. Browse in the indicated location.
2. Observe that the header is missing in the response.
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#

W Filter settings: Hiding out of scope items; hiding €SS, image and general binary content; matching expressi:iﬂ X-Permitted-Cross-Domain-Policies I

Host Method URL

Request

Pretty Raw

[

w

Q& €l

YK

Hex

GET /ca/en/about-us HTTP/1.1
Host: stage.manulife.con|
Cookie: kndctr 37B127E253DBLLIFLOA4S0D4E_ AdobeOrg identity=
C1Y30DgZNZEYMTTIMTHwMMzN Y5Hz [4N20zNTexNIEZNTUSNZQINV IRCKnx LME4Mh
gBKgRKUE4zMAPwAanx IMf4My==; mbox=
sessionf7chbéd4889e04acEas0€a390cdEcdecESEHL1TE2357315| PCH7cbbEd4E88Se
D4atfa=0Ea390dEdecE56.32_DH1825600255; _ga=
GAl.:.5415533:5.175:3554;5: da lid= -
B8FE00BASA7BEAOOCC23BBISEFATI255FS |0]0|0; OptanonAlertBoxClosed=
2025-11-05T15:11:0€.459Z; OptanonConsent=
isGpcEnabled=0&datestamp=Ved+Nov+05+2025+10%3A11%3A10+GNT-0500+(Ea
stern+Standard+Time) &version=202503. 1.0&browserGpcFlag=0£isIABGlob
al=falseghosts=&consent Id=dccBIb0d-1a7d-449d-B8ddc-9dB8b58878cd7&int
eractionCount=l&isAnonUser=1&landingPath=NotLandingPage&groups=1%3
AL%2C3%3A0%2C2%3A0%2C4%3A0%2C5%3A04intType=54&geolocation=HKY¥3BsAva
itingReconsent=false; OptanonConsent=
isGpcEnabled=0D&datestamp=Mon+Nov+10+2025+12%3A0E%3A37+GNT-0500+(Ea
stern+Standard+Time) &version=202503.1.0&browserGpcFlag=0&isTABGlob
al=falseghosts=g&consent Id=dccB2b0d-1a7d-449d-Bddc-9dBb58978cd7&int
eractionCount=1&isAnonUser=1&landingPath=NotLandingPage&groups=1%3
AL%2C3%3A0%ZCI%3A0%2C45%3A0%2C5%3A06intType=5&geolocation=HK%3BdAva
itingReconsent=false; AMCVS_37B127EZ53DBL1F10A490D4E%40Adobelry=1;
AMCV_37B127EZS3DB11F10A4S0D4E%40Adobe0rg=
1075005958%7CHCIDTSS7C20406%7CHCHIDS 7CT8BE712125130233669328743171
€135597455% 7CMCAAMLH- 17€3E€93E5%7C3%7CMCAANB- 17636693 E5%7CEGLYnYcL

el

0 highlights

Params Edited

Response

Raw Hex Render

Status code

\n

1€1

Pretty
1 HTTP/1l.1 200 OK

Content-Length: 86083

x-frame-options: SAMEORIGIN
Last-Modified: Thu, 13 Nov 2025 19:15:17
ETag: "15043-€437«b3914001-gzip"
Cache-Control: max-age=300
Expires: Thu, 13 Nov 2025
¥x-vhost: publish-manulife
Content-Type: text/html;charset=utf-8
X-Content-Type-Options: nosniff
Accept-Ranges: bytes

X-Served-By: cache-tyollS20-TYO

X-Timer: S17€306460Z.930297,VS0,VS0,VE748
Vary: Accept-Encoding

Date: Thu, 13 Nov 2025 20:10:02
Connection: keep-alive

p Strict-Transport-Security: max-age=3153&000 ;

GMT

TO e T

20:15:02 GHMT

SR

GNT

T O Ot

includeSubDomains

<!doctype html>
20 <html lang="en-CA">
21 <head>
<meta charset="UTF-8"/>
<title>
About Us
</title>

@@€3

Figure 7. Missing header in Staging environment.
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7.6. MISSING/MISCONFIGURED SECURITY HEADER: ACCESS-CONTROL-ALLOW-
ORIGIN

Status: Open (New)
Severity: Low
Location:
e Across the application (This vulnerability is systemic)

Description:
Cross-Origin Resource Sharing (CORS) policy controls whether and how content running on
other domains can perform two-way interaction with the domain that publishes the policy.

If another domain is allowed by the policy, then that domain can potentially attack users of
the application. If a user is logged in to the application, and visits a domain allowed by the
policy, then any malicious content running on that domain can potentially retrieve content
from the application and sometimes carry out actions within the security context of the
logged in user.

Recommended Remediation:
e Configure the Access-Control-Allow-Origin header to allow requests only from the
domain that you trust or from same domain
e Validate the origin header
e Ratherthan using a wildcard or programmatically verifying supplied origins, use a
whitelist of trusted domains.

Proof of Concept:
1. Browsein theindicated location.
2. Observe that the header has a wildcard value.
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Request Response
Pretty ~ Raw  Hex ® W = pretty Raw Hex
FET / .rum/web-vitals/dist/web-vitals.iife.js HTTP/1l.1 1 HTTP/Ll.l 200 OK

Host: stage.manulife.com

W N

affinity="9d7c0£453dddcccZ™

4 Sec-Ch-Ua: "Chromium";w="142",

Brand "gg"
Sec-Ch-Ua-Mobile: 20

o

Cookie: kndctr_37B127E2S3DB11F10A490D4E_AdobeOrg_identity= 3 Access-Control
CiY30DgZNzEYMTIIMTHwMIMzNIY5Mz 14NzQzMTexNIEZNTUSNZQINVIRCKnx LME4Mhy 4
BEgRKUE4zMAPwAanx IMf4Mg==; mbox=
session#7cbbEéd488%e04aEféac0Ea390dédecESEH1TEZ357315| PCH7cbbEd488Se0
4aé€acs0€a3o0dédesE56.32_0#1B25600255; _ga=
GA1.2.541858328.1762355455; da_lid=
EEFEEIEIEABATEEADDCC:SBEQBEFA'IT'_‘ESFS| 0|0|0; OptanonAlertBoxClosed=
2025-11-05T15:11:0€.459Z; OptanonConsent=
isGpcEnabled=0&datestamp=Wed+Nov+05+2025+10%3A11%3A10+GNT-0500+ (Eas
tern+Standard+Time) §version=202503. 1.0&brovwserGpeFlag=0&isIABGlobal
=falseghosts=&consent Id=dccBIb0d-1a7d-449d-8ddc-9d8h58978cd7&intera
ctionCount=l&isAnonUser=l&landingPath=NotLandingPage&groups=1%3A1%2
C3%3A0%2C2%3A0%2C4%3A0%2C5%3A0cintType=5&geolocation=HK%3B&Avaiting
Reconsent=false; AMCVS_37Bl2Z7EZ53DBL1F10A490D4E%40Acdobelrg=1;
AMCV_37B1Z7EZS3DB11F10A4S0D4E%40Adobe0rg=

1075005958% 7CHC IDTS%7C20400% 7CHCHIDS 7C7BBE712125130233669328743 1716
135587455%7CHCAAMLH-17€3128152%7C3%7CMCAAMB-1763128152%7CEGlynYcLPu
iQxYZrsz_pkqfLGY9yMXEpbZ zX5dvJdYQJIzPXImdj0y% 7CMCOPTOUT-17€2530552s%7
CNONE%7CHCSYNCSOP%7C411-20405%7CvVersions7C4.4. 1; s_cc=true;

"Google Chrome";v="142", "Not_ A

Content-Length: S588E

x-frame-options: DENY
¥-rum-trace: he-u
¥-Content-Type-Options: nosniff
Accept-Ranges: bytes

Vary: Accept-Encoding

Cache-Control: public, max-age=3E00
Expires: Mon, 10 Nov Z025 07:41:03 GMT
Date: Mon, 10 Nov 2Z0Z5 D€:41:03 GMT
Connection: keep-alive

& Sec-Ch-Ua-Platform: "Windows" var webVitals=function(e){
7 Upgrade-Insecure-Recuests: 1 "use strict";
2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd: x&4) let t=-1;
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.0.0 const n=e=>{
Safari/537.36 addEventListener ("pageshow"”, (n=>{
S Accept: n.persisted&s(t=n.timeStamp,=(n))
text/html, application/xhtml+xml,application/xml;q=0.9, image/avif, im }
age/webp, image/apng, */*:q=0.8, application/signed-exchange;v=b3:q=0. ),0)
7 b

Sec-Fetch-Site: none

é){} €|(>] [ searcn

i=(e,t,n,i)=>(

£ onighights (D) 3 €[> | search

Figure 8. ACAO with *in response.

HEAD, OPTIONS

Content-Type: text/javascript: charset=utf-8
cross-origin-resource-policy: cross-origin
Last-Modified: Fri, L2 Sep 2025 1&6:24:33 GMT

X-Served-By: cache-tyoll965-TYO, cache-tyoll955-TYO
X-Timer: SL7€275E864.€67575,VS0,VS0,VELS

yel

B w

Strict-Transport-Security: max-age=3153£000 ; includeSubDomains
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7.7. MISSING/MISCONFIGURED SECURITY HEADER: CONTENT-SECURITY-
POLICY

Status: Open (New)
Severity: Low
Location:
e Across the application (This vulnerability is systemic)

Description:

CSP is a browser security mechanism that aims to mitigate XSS and some other attacks. It
works by restricting the resources (such as scripts and images) that a page can load and
restricting whether a page can be framed by other pages.

To enable CSP, a response needs to include an HTTP response header called Content-
Security-Policy with a value containing the policy. The policy itself consists of one or more
directives, separated by semicolons.

Recommended Remediation:

Header Name Recommended Header Value
Content-Security-Policy Any value getting all green in CSP Evaluator
Proof of Concept:

1. Browse in the indicated location.
2. Observe that the header is missing in the response.
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% Filter settings: Hiding out of scope items; hiding CSS, image and general binary content; matching expressiol

* Host Method URL Params Edited Status code

Request Response

Pretty Raw Hex \n = Pretty Raw Hex Render
GET /ca/en/about-us HTTP/l.l HTTP/1.1 200 OK

2 Host: stage.manulife.com Content-Length: B8£083

3 Cookie: kndctr_37B127E253DB11F10A490D4E_AdobeOrg_identity= x-frame-options: SAMEORIGIN
CiY30DgZNzEyMTIIMTHwNINzNjYSMzI4NzQz TexNJEZNTUSNzQLNVIRCEnx IM£4Mh Last-Modified: Thu, 13 Nov 2025 19:15:17 GMT
gBKgRKUE4zMAPwAanx IMf4Myg==; mbox= ETag: "15043-€437=bh3914001-gzip"
sessionff7cbbéd48B9e04accac06a390deédecE56# 17623573 15| PCHTcbbEd4889e Cache-Control: max-age=300
D4atEas0&a390dedesE5E.32_0#1BZ5E00255; _ga~ Expires: Thu, 13 Nov 2025 20:15:02 GMT
GAl1.2.541858328.1762355455; da_lid= x=vhost: publish-manulife
BEFBO0BASATBEAODDCCZI3BBSSEFA772I55F5|0|0|0; OptancondlertBoxClosed= Content-Type: text/html;charset=utf-8
2025-11-05T15:11:06.459Z; OptanonConsent= 1] X-Content-Type-Options: nosniff
isGpcEnabled=0&datestamp=Ved+Nowv+05+2025+10%3AL1%3A10+GHT-0500+ (Ea 1) Accept-Ranges: bytes
stern+Standard+Time) &version=202503.1.0&browserGpcFlag=0&isIABGlob 1 X-Served-By: cache-tyollS920-TYO
al=false&hosts=éconsent Id=dccBZh0d-la7d-449d-Bddc-5dEb58978cd7&int 1Y X-Timer: S517&30£4€02.830297,VS0,VsS0,VE748
eractionCount=lgisAnonUser=lslandingPath=NotLandingPage&groups=1%3 14 Vary: Accept-Encoding
Al%2C3%3A0%2CI%3A0%2C4%3A0%2C5%3A0&intType=5&geclocation=HK33B&Awa 14 Date: Thu, 13 Nov 2025 20:10:0Z GMT
itingReconsent=false; OptanonConsent= 14 Connection: keep-alive
isGpcEnabled=0&datestamp=Mon+Nov+10+2025+12%3A0€%3A37+GHT-0500+ (Ea 1] Strict-Transport-Security: max-age=3153€000 ; includeSubDomains
stern+Standard+Time) éversion=202503.1.0&browserGpcFlag=0&isTABGlob 1

al=false&hosts=&consent Id=dccBZb0d-1la7d-449d-Bddc-9d8b58978cd7&int

eractionCount=l&isAnonUser=l&landingPath=NotLandingPage&groups=1%3

AL%2C3%3A0%2C2%3A0%2C4%3A0%2C5%3A0&intType=5&geolocation=HK%3B&Ava <head>

itingReconsent=false; AMCVS 37BL1Z7E253DBLl1F10A450D4E%¥40Adobelrg=1; <meta charset="UTF-8"/>
AMCY 37RI27E253DRIIFINA4GNN4FS4NAdohe0ras 23 <rirles

@& €[> cead £ ohighlights | (3) & D) e £ 0highlights

<'doctype html>
<html lang="en-CA">

Figure 9. Missing header in Staging environment.
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7.8. MISSING/MISCONFIGURED SECURITY HEADER: REFERRER-POLICY

Status: Open (New)
Severity: Low
Location:
e Across the application (This vulnerability is systemic)

Description:

This header protects against Cross-domain Referrer leakage. When a web browser makes a
request for a resource, it typically adds an HTTP header, called the "Referrer" header,
indicating the URL of the resource from which the request originated. This occurs in
numerous situations, for example when a web page loads an image or script, or when a user
clicks on a link or submits a form.

If the resource being requested resides on a different domain, then the Referrer header is still
generally included in the cross-domain request. If the originating URL contains any sensitive
information within its query string, such as a session token, then this information will be
transmitted to the other domain. If the other domain is not fully trusted by the application,
then this may lead to a security compromise.

You should review the contents of the information being transmitted to other domains, and
also determine whether those domains are fully trusted by the originating application.

Today's browsers may withhold the Referrer header in some situations (for example, when
loading a non-HTTPS resource from a page that was loaded over HTTPS, or when a Refresh
directive is issued), but this behavior should not be relied upon to protect the originating URL
from disclosure.

Note also that if users can author content within the application then an attacker may be able

to inject links referring to a domain they control in order to capture data from URLs used
within the application.

Recommended Remediation:

Header Name Recommended Header Value
Referrer-Policy no-referrer
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P

roof of Concept:
1. Browsein theindicated location.

2. Observe that the header is missing in the response.

 Filter settings: Hiding out of scope items; hiding CSS, image and general binary content; matching expressi

# Host Method URL Params Edited Status code
| 1228 https://stage.manulife.com GET Jetc.clientlibs/i life/clientlibs/clientlib-depend lc-9ce25473e3e7c D, 200
1218 https://stage.manulife.com GET /etc.clientlibs/manulife/clientlibs/clientlib-dependencies.lc-9ce25473e3e7cfdbb2e0a6caé. 200
486  https://stage.manulife.com GET /etc.clientlibs/manulife/clientlibs/clientlib-dependencies.lc-db4982af212c56056fe56612a... 200
a--
Request Response
Pretty Raw Hex [ n = [rreny Raw Hex Render a-““ =
1 GET HTTP/1l.1l 200 OK
/etc.clientlibs/manulife/clientlibs/clientlib-dependencies. lc-Scel Content-Length: 2716157
5473e3e7cfdbbZelaécaé3l5la5a-1c.min.js HTTP/1.1 x-frame-options: SAMECRIGIN
2 Host: stage.manulife.com Last-Modified: Thu, 13 Nov 2025 20:10:03 GMT
3 Cookie: kndctr_37Bl27EZ53DBL1F10A480D4E_AdobeOrg_identity= ETag: W/"2971fd-2386£2€fblbdcO-gzip"
CiY30Dg2NzEYMTI LMTMwMiMzN3YSMz14NzQzMTexNIEZNTUSNZQINV IRCKnx IME4Mh x-vhost: publish-manulife
gBKgRKUE4zMAPwAanx LM£4Mg==; mbox= Content-Type: application/javascript:charset=utf-8
sessionf7chbEd48E9e04accéas06a390dEdes656# 17623573 15| PCH7chbbEd4889e X-Content-Type-Options: nosniff
D4a€€aeﬂ£aﬁ§ﬂd€dee€5€.33_D#L835500355; _ga= Accept-Ranges: bytes
GAl.2.541858328.1762355455; da_lid= 1P X-Served-By: cache-tyoll94E-TYO
BEFBO00BASA7BEADOCC23BBSSEFA77255F5|0| 0| 0; OptanonAlertBoxClosed= 1} X-Timer: S17€3064603.240017,VS0,VS0,VEL3S0
2025-11-05T15:11:06.459Z; OptanonConsent= 1ip vary: Accept-Encoding
isGpcEnabled=0&datestamp=Wed+Nov+05+2025+10%3A11%3A10+GHMT-0500+(Ea 1¥ Cache-Control: public, max-age=3598
stern+Standard+Time) éversion=202503.1.0&browserGpcFlag=06is1ABGlob 1f Date: Thu, 13 Nov 2025 20:10:05 GMT
al=falseghosts=&consent Id=dccBZb0d-1la7d-449d-8ddc-9dBb58978cd7&eint 1F Connection: keep-alive
eractionCount=lsisAnonUser=lslandingPath=NotLandingPage&groups=1%3 1f Strict-Transport-Security: max-age=31536000 : includeSubDomains
AL%2C3%3A0%ZCZ%3A0%2C4%3A0%2C5%3A0&intType=5&geolocation=HK%3B&Ava 1

@@[e]>] s

itingReconsent=false; OptanonConsent=

isGpcEnabled=0&datestamp=Mon+Nov+10+2025+12%3A0€%3A37+GMT-0500+(Ea
stern+Standard+Time) &version=202503.1.0&browserGpcFlag=0&isIABGlob
al=falseghosts=&consent Id=dccBIh0d-la7d-449d-B8ddc-9dBb58978cd7&int
eractionCount=l&isAnonUser=l&landingPath=NotLandingPage&groups=1%3
A152C3%3AN%2C2%3AN%2C453ANS2C5%3ANLinETyne=58cen]location=HEX3BLAwA

el 0 highlights

ICIGIENE

s*
/

For license information please see dependencies.js.LICENSE.txt

*

(self.webpackChunkmanulife=self.webpackChunkmanulife||[]).push([[5Z0

1.0
Z:function(e,t,r)(
var n=r (21991 .0=r (46A41 . i=r (5850

yel 0 highlig

Figure 10. Missing header in Staging environment.
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